TELECOM REGUI.ATORY AUTHQRITY OF INDIA
HA IR / Government of India

Dated 9‘33', ine, 2023

Sutjeet. Direction undst uetlon 13, ma wlﬂl mb-chuu {1 :.nd {v) of clause
(b} of sub:section (1) of section 1 1, of the Telecom: Reguhhnry Authority of India
Act, 1997 (24 of 1997) regirding implementation of Digital Consent Acquisition
under Telecom Comewial COmmunloaﬂm ‘Customer Preference
Regulations; 2018 (6 of 2018).

F. Ne RG-:SI(B) 2022-Q¢¢ Meraas the Teleoom Regulatory Authoﬂty of india- (hemnaﬁar
referred as the * Authodty'). established inder sub-séction’ (1) of séction 3 .of the Talecom
Regulatory Authority of iridia Acl, 1907 (24 of 1997) (harelaaw referred to as "TRAI Aet').
has beén entrusted -with discharge of cértain functions, inter alia, to regulate the
telecommunication services; ‘ensure technical compatibllity and effective inter<connection
between different service pmvlders 1ay-down the standards of quality of service to be provided
by the sewiee provadem and enqure the tmahly of service and. conduct the periodical survey

of such services provided by the sénvice providers soastaprotect the inferest of the
consumers of!e!ea&mmumﬁﬂunémim, :

2 AndwhmasmeAuﬂmyinexemeuﬁhepommnﬁWeduponnunderseﬁon
35“ read with sub-clause (v) of claisse (b) and clause(c) of subsection (1) of section 11, of the
TRAl Act, made the Telecom Commeicial Communications . Customer Preference
“Regulations; 209848 of- zoia)dahd the 10th Jully, 2018 (harsinafter vsforred 1o ds the
“ragulationg™), to regulufa Unsoliglted Commercial Communications (LUICC); :

3 And whemas regulation. 3d4hetagulahons pravides that evary Acoess Provider shatl
ensurethatany nnmm‘émial communication using its network only takes place using registered
headers assigned to the sender for ihe purpose of commercial mmumeetmn

4  And whereas ;egulﬁtlori § of the regulations, inter ala, promdes that every Actiess
Provider shall develop of cause fo develop an eeosys;em to regulate the delivery of the
commiercial communications as pmdad for in the'regulations, which includes facility to record
_consents of the siibscribers acquired by the senders for sending commereial commuinication
andmmmwmplamand aceurate records of the consants, faciilty for revocation of consent
by its subscribers and aocordingty Lipdate records of consént for the Subscribers, and 10
comply with any other dfmchons gu:delmes and instructions msued hy the Aumorlty in this
;agald

5 And wherees sub-mgulattw (1) of negulatlan 6, inter alia, provides that every Auness
Provider shall establish Customer Preference Registration Fadlity and- make neeessary
-arrangements to facilitate its customers, on 24 hours end 7 days basis, roughout the year,
fo provide ways and means io- meorﬂ consent o record revocation of consent related to
commercial communicatior;
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8.  And whereas regulation 8 of the regulations, inter alia, provides that every Access
Provider shall ensure that no commercial communication is made to any recipient, except as
per the preferanoes or digitally registerad consenits registered in accordance with the
regulatians )

7.  And whereas regulation 11 of the regulations, inter alia, provides that every Access
Provider shall give due publicity through appropriate means to make the customers aware
regarding the protedures and faclities for reistration of preferences, registration and
revacation of consents, and the procedures and faclities for maleing complaints of reporting
Uce;

8. And whereas regulation 12 of the regulations, irter alia, provides that Access Providers
shall deploy, maintain and operate a system, by themseives or through delega'aon to record
preferences, consents, revocation of consents, complaints, etc., and to carry out pre-check
and post-checks in respect of commercial communication being offered for delivery and also
to keep records of actions performed;

9 And whereas, regulation 17 of the regulations provides that the Authority may direct
Access Provldets o make changes; at Ry time, in the Code of Practice and Access Provider
shall incotporate ' such- changes and submit revised Code of Practice within fiftéen days from
the date of dnréclrans |ssuea in this regard;

10. And whemas sub-item (2) of item 4 of Scheduis fo the regulations, mter atia, provides
that every Access meaer shall carry out Consent Registrahon Funétions as provided in the
regulations, which reads as under:-

*4. Every Acceiss Provider shefl canry out fo:foa_mg‘mncﬁons: -

(8 nsent-Registr ".’&onFunetmn fCRH

(@) reoond consent via Customer OansenMcqulsltion Functionall
Register, on #ts own or through s agents, fo facilitate consent acquinars 1o r
consent taken from the customers in & robust mannerudu&h is mihwtabie and non-

repudiable and as specified by relevant mgu!ations
) Pre,senting confent of consent acquisition template to the eustomer before
taking consent;

(c)  Taking agreement to the purpose of consent and details of sender;
()  Authenticate customer giving the conserit through OTP;

(e)  record revocalion of consent by the customer via revoke request in a robust
manner which is immutable and nonrepudiable and as specified by relevant

regulations;

] record sufficient contact mformatlon valid for at least 30 days, required to
revoke consent and present it to recipient to enable them to submit request for revoking

consent;” J‘M}J L
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11 And whereas sub-tem (4) of ftem 4 of Schedule 1 o the re
that every Aooess Provider shall ary out Serubbing Funclions (S o procass Sepemes
defined in the reguiations, in a secure and safe manneF, using prefersrices and consert of
customers and category of content, . ond

that svery Access Provider shall sneure that contairt of ey Cominsérelal Comimunicalion sem
that svery Access Provider shall snéurs that cortterit of any rolal Cominuhication sent
by the senders shall be calegortzed srid compared withi the list of prsferences of the reciplent
andlor purpose of conisent given by the recipient to the sénder for the purpose of Scrubbing
@s provided in the reguiations and the relevant provisions of thé said item reads as uriier;
“6..Every Access Provider stiall ensure that ' 1B
(1). content of -any commercial communication sent by the sender(s) shall be
~eategorized and compared with the Jist of preference(s) of the recipiént and/or purpose
of consent given by the reciplent to the sender for the purpose of scrubbing and for

this purpose access provider shall ensurs thet:
(a)  any commercial cifnmunication through ifs network.takes place only using

eistered content templats(s) for transection em¥ ar content tempiate(s) for
{v)

(¢}

(@)  Every Access Provider shail suffix relevant information required fo revoke the
corisent {0 the text of proatotional message; | x

13, And whereas hern 7 of Scheitle II o the regulstions, friér all, prvides that every
* Acoess Provider shall establish faglity for revoking the consenit by its customers and the
relevant provisions of the said flem eads as under:- ,
7. Every Access Provider shafl estabiish facility for revoking the cansent by its customers
and shall make necessaly amengerienis: - e
(1)  toreceive request, from the customer, for revoking the consent, if any, given
by the recipient ta the-sander or-to the consent ecquirer for the purpose of receiving &
oammerciel commutileation message. ar voies call |
) - to provide rodes, free of cost, 1o the customer, &s per hig choice, ta revake
@ sending SMS lo short code 1909 with Label <Revoke> and <Sender
a fmdzgto telephone number mentioned in the message or during the
voice call received from the sender(s); or
@)  calling an 7909 er number mentioned for revoking the donsent during
the voice call received from the sender(s); or
) ealling 6 custemer care number; or S 5 S
(W)  caling Lo ‘ )»}4 “LM rehed




(iv)  Interactive Voice Resp;i_mse System (IVRS); or

v) Mobile app developed in this régard ¢
other person or entity and apnged by ﬂh’%r A&m";ﬁm or by any

(v)  Web portal with authentication through OTP: or

(vii)  Any other means as may be rictified by thé Agthorlty from time fo time.”
14, And whereas, the Authotity has observed that:-

(a) - promotional messages are being sent without scrubbi ficati

romotional messages are being sen scrubbing (verification) of the
consents of the customers registered, and further, these messages aretlt?qumg sent
under the Service Message category; -

(b)  Access Providers have not developed unifo,nn'procass for tégisteri the
consent of the subscribers, as envisaged in the reguiations; e

(6} the consents acquired by. the Principal Enities.are being used by the Access
Providers without re-verification and updation as provided for in the regulations;

(d)  Digital Consent Acquisition and Revocation facilities are yet to be developed
and to be deployed by the Access Providers;

15.  Now, therefore, the Authority, in exersise of the powers conferred upon it under section
13, read with sub-clause (v) of clause (b) of sub-section (1) of section 11, of the Telecom
Regulatory Authority of india Act, 1967 (24 of 1897), heréby directs all Access Providers to—

(a)  ensure thatno promotional messages are sent without scrubbing of the consent
and preference of the customers;
(b) ensure that no profn'oﬁonal mestages are seit under the Service Message
category;

1 deploy, within fwo friorths, from the date of issue of this Direction,

(c). develop arid deploy, within WO Mo

@)  enable subscribers to record their consents and revoke the same as
given in the regulations,

i1 ensure that short code 127xxx or any other code as prescribed by the
gzthomv) shail be used by all the Access Providers for sending consent
seeking message.

o develop 8 SMS/VRIOniine faciiity to register unwillingness of the
(1) e o aceive sny consert sesking message ntaed by any Princpal

| nd white hone numbers , s and that no
:tity and whitefist the telephone numbers of such customers a
gonsz.nt seeking message shall be delivered to such customers;

Principal Entity/Brand name is mentioned
TR YGUaT e short code;

Iy ifiaens

(iv)  ensure that the scope and Fri y
clearly in the consent seeking message AT T ‘
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(v) ehsure that Principal | whitelist existing URL&/A|
links/Call Back numiber within ore month after devaiopmgr';tof mmpc?n'?e?t
Acquisition facllity and sfier that only whitelisted URLs/APKs/OTT, finks/Call
Back number and others as may bespedﬁedbyﬂnﬁumoﬁtyﬂbmﬁmeioﬂme
shall be uud in the consent seeking mésugps L=

oy - ensure M the uenaem aequlslﬁon wnﬁm:ﬁon mane to the
eustoman shall also have information rellted to moatton of{ha enmnt

(vn‘) ensure that if & customer has rejectad or not responded to the consent
seeking requests, no such messages to the customer- shail be initiated by the
same Principal Enfity for next ninety (90) days for the saine-corisent. However,
customers shall have the righit to initiaté the consent reglstration request at their
own;

(wiil)  ensure that Princip: IEnﬁtyimtlated consent acquisition protess should

begin orily ofé month after the Digital Gonsent Acqulsition Ficliy is. funy
functiondil and aivertised or 30 days after sucsssful implerentation of DGA;
whichever is sarller; ;mdunﬂl then on}y wetome initiatec waem aoquis!lion
process. shall he foﬁmd '

(IX) ensure that in the first month aﬂer the mmencemeﬂt ofthe Principal

Entity initigted Consent Acquisition proess, Principal Entities belonglng to the
Banking, Insurance, Financé and Tradiny relatéd sectors are ofr-boar
initiate Consent Acquisifion process and the remaining sector shall be on-
boarded in nexttwemonﬁ:s. :

(x) . ediicatehe Pﬁhcipai Entitjes about the progess of taking consent and
s veriﬂcatienmmunh!\weas Provtdamandhdlmmon—boardmot

Princips Entites;

() give wide publicity through vaﬁous media mdudmg piint media o the
Digital GﬂnsatAequmtmmRevocatmthlteﬁsting pmeess €0 that end users

areawa!eoﬁt:

(x:i; no other mode of consent acquisition process shall be adqpied after
successful implemeritahen of the DCA platfmm as per schedule below and

) ﬂpdatethecedooﬂ’raotloe wnhinﬁneendaysfmm date of iséue of this
direction, ensiire compliance of the above direction as per the timelines given below
and submit monthly propreks report In the format g8 may be prescribed ty the

Autherity.




ﬂmalmes for mplementatnon fw the Direcuon

' O ,evelopment and Bep]@yment of the Dtgital ‘ !By 3o July 2023 R

Consent acquisiion fecllty | |
(m ]User initisted consent scquisifion [T start from 1% Auguet 2023
jfiii‘)fwﬁtéﬁsﬁm of oising  [BysTAugmet20s
 URLs/ARKs/OTT/Links/call-back numbers
(N)IPE inftisted consent aoddisiﬂon | To start from 1 Sep’teﬂ"bef

o 2023
Fey on-boardmg of Principal Entites 23
A fo the Banig:g, lnsuranee, Finance ‘By 30" September 20
nd r& ' sectors

(V) [On-boarding of Principal Entiies  ~_[By 30" November 2023

1be'9_“9!n9 to remaining sectors B

282
(Jal H Sing Tomar j* , 3

Advisor (QoS4l)

To,

All Access Providers (ingluding M/s Bharat Sanchar Nigam Limited and M/s Mahanagar
Telephone Nigam Limited)



